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Introduction
Ensuring the relevant security protocols are
in place has never been a higher priority for IT
Security Professionals. To better understand how
confident people are in their IT security posture
and what measures they have in place to protect
them from known and unknown threats, Bytes
surveyed 116 IT Security Professionals.
This report summarises the findings and
provides commentary and insights from Gennaro
Migliaccio, Head of Technology Solutions
Development at Bytes.
What is interesting from the findings is that
over the past two years most organisations
have materially increased their investment and
strategic importance in relation to IT security,
though many still have blind spots.
Bytes have an abundance of security expertise
and services that our customers can call upon to
help them bolster their security posture. If after
reading this report you would like to discover how
Bytes can help you, please contact us.
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Survey Results
What areas of your IT estate do you proactively apply
access controls to?
Network
Cloud
On premises Business
Applications
SaaS Applications
Servers
Endpoints/Devices
0%

20%

40%

There is a good spread of access controls being
applied to various areas of IT. As we would
expect, Servers and Endpoints score highest
as these are some of the key systems that need
locking down.
It is encouraging to see that Cloud is the highest,
with 102 out of 116 responders proactively
locking down their cloud environments and is in
line with what we have seen when speaking with
customers.

60%

80%

100%

and reviewed. Bytes also help IT security teams
better assess the configuration of their cloud
environment resources to ensure they are
configured in line with industry best practices.
Interestingly when speaking to our customers,
there are few proactive controls being applied to
SaaS based applications, which if left unchecked
can easily manifest into a data loss issue.

If you need help with your access control
strategy, Bytes run several awareness sessions
designed to ensure that access controls within
a cloud environment are effectively managed
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What do you have in place to deliver
identity/access controls?
Passwords
Basic Authentication
Multifactor Authentication
Single Sign On
Privilege Security
Biometrics
Identity Governance
Onboarding/Offboarding
0%

20%

There is no surprise to see that 95% of
responders are utilising MFA as compared to
pre-covid, as this has now become a standard
requirement rather than a nice to have. The
impact of remote working has of course
accelerated the notion of ensuring that security
is applied to the user, not just the location or
device.
It is surprising to see that PAM is far below the
50% mark. All organisations have privileged
accounts, everything from Administrator access
to all access roles in HR systems are classed as
privileged and should be managed and treated
in the correct way. Given that PAM falls under the
IAM umbrella, we would expect to see a further
uptake in this now that a lot of organisations have
adopted MFA and will want to further mature the
IAM strategy.
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Another surprise is the low scoring SLM process.
SLM has always been admin heavy, prone to
mistakes and is a security issue. Especially
when you consider the extensive use of SaaS
applications. With how IAM products and
technology have matured, it is surprising to see
it this low and would encourage everyone to
investigate how to automate the SLM process in
line with the IAM strategy.
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What do you have in place to protect/control data?
Data Classification
DLP
Data Retention Policy
Backup Solutions
Permission Management
Privilege Security
0%

20%

40%

60%

80%

100%

The overall results are quite surprising as whilst
it is best practice to have a backup solution as a
form of data protection it should not be the last
system used to protect data, as this is the most
common way of recovering from an incident.
With data availability and good data management
hygiene being critical to any organisation, it is
surprising to see that data classification and DLP
are not more widely adopted. Every organisation
has sensitive data of some nature, and this needs
to be protected and secured with the relevant
controls.
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Do you know & control where your data (and sensitive
data) is?

0%

10%

20%

30%

40%

50%

60%

70%

80%

This score is the average rating across all
respondents.
A score of 66 suggests that on average
organisations (just about) know where their
data is but are missing some controls over
it. A deeper dive into the findings is needed
to understand how at-risk organisations are
by being just 2/3rds confident in their data
management strategy, however, the question

Smarter
together

needs to be asked how satisfied Board Rooms
will be with this status quo.
Bytes offer a service to help organisations better
understand where their data is residing and what
minimum-viable-controls should be put in place
to mitigate any avoidable risk.
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Which of the following sources/resources do you use
regularly to keep on top of vulnerabilities?
Vendor Sites
e.g. Patch Tuesdays
RSS Feeds
Magazines & The
Press
Threat Intelligence
Tools
Threat Intelligence
Services
Specialist Alerting
Technology
0%

20%

40%

There is a good spread here, suggesting
organisations are seeking advice and insights
from a variety of sources. This multi-layered
approach is supported by Bytes as it eliminates
any “single point of failure”. The only finding that
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is a little low is that relating to “Threat Intelligence
Services”. We always recommend organisations
subscribe to a third-party service of this nature
as they are typically independent and can help
further safe guard against malicious attacks.
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How challenging does your business find it to keep up
with lists of vulnerabilities?

0%
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20%

30%

40%

50%

This score is the average rating across all
respondents.
Looking at the average, it is evident that
organisations find it challenging when it comes
to keeping up with the never ending and evergrowing list of vulnerabilities.
To help better manage these, having a dedicated
vulnerability management solution that has
the capability to prioritise these vulnerabilities
against how your environment is configured is
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very effective and is something Bytes can offer
some further advice and insight on.
If vulnerability management is something that
your organisation is keen to explore and learn
more about, please reach out to your Bytes
Account Manager to discuss the services
available.
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What does your business deploy to handle
logs and alerts?

Log Collection
Log Correlation
SIEM
SOC
Managed SIEM/SOC
SOAR
0%

10%

20%

There are a high number of responders that
collect logs but based off the numbers these
logs are not being put to good use. Collecting
logs does serve a purpose, sometimes as a
compliance requirement and sometimes for
ad-hoc investigations, however the real value
from these logs can be derived from utilising a
SIEM tool to correlate and surface alerts using
rules and logic. These incidents can then be
investigated and actioned accordingly.
However, SIEM tools can be administrational
heavy, as they require several analysts to make
sense of the data, as well as to investigate the
potential security incident and then contain and
eradicate the threat.
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This explains why there has been a marked
increase in the number of organisations opting
for a Managed SIEM/SOC service that is able to
provide the detection and response capabilities
and provide SOC level capability to those
organisations that do not have the resource. The
result provides the desired response capability,
without having to invest upfront in a SOC team.
SIEM tools and Managed Services should
be considered as a method of detecting and
responding to security incidents.
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What mechanisms are you using to protect email and
web browsing?
100%

80%

60%

40%

As we would have expected, DNS and URL
filtering are the most used mechanisms to
protect email and web browsing, alongside
User Awareness Training. These are the typical
“must haves” within an organisation. However,
it is surprising to see CASB solutions not utilised
as much (less than 10%), as cloud application
adoption has increased materially in the last 2
years and protecting these applications and the
data held in these applications is key.
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User Awareness
Training

DMARC

DLP

CASB

Application
Control

URL filtering

Browser
isolation

SPF/DKIM

Sandboxing

0%

DNS

20%

To get on top of this issue, a number of our
customers have been putting in measures to
gain control of their authorised cloud-based
applications as well as striving to gain visibility
and control of any Shadow IT that exists within
their overall environment.
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NO
PROTECTION

CONCERNED

NOT VERY
CONFIDENT

FAIRLY
CONFIDENT

CONFIDENT

VERY
CONFIDENT

How confident are you in your level of protection against
modern malware / advanced threats in
the following areas?

Corporate Endpoints

0.86%

2.59%

1.72%

37.93%

40.52%

16.38%

BYOD

25.22%

2.61%

16.52%

33.04%

20.00%

2.61%

Internal Firewall - IDS/IPS

0.86%

0.00%

5.17%

18.10%

52.59%

23.28%

External Firewall - IDS/IPS

3.45%

0.00%

0.86%

24.14%

44.83%

26.72%

Email Security

0.00%

0.00%

2.59%

26.72%

54.31%

16.38%

Web Security

0.00%

0.00%

3.45%

36.21%

51.72%

8.62%

Mobile/Tablet

4.35%

2.61%

15.65%

45.22%

26.96%

5.22%

Organisations are generally very confident their
Endpoints are protected, which can be largely
attributable to the increased maturity and
effectiveness of Endpoint protection solutions,
together with the introduction of EDR and the
vast array of Endpoint protection managed
services.
BYOD on the other hand has a mixed confidence
rating, the most noteworthy statistic from this
being that 25% of responders do not deploy
protection in this area, which is concerning.
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Allowing unmanaged personal devices access
to corporate applications and data is a clear
avoidable risk. However, this selection could be
down to some organisation not allowing personal
devices at all and therefore will not need to
deploy protection in this area.
Pleasingly there is high degree of confidence
with Firewalls, Email Security and Web Security
solutions, which again can be attributable to the
essential role they play in providing minimumviable protection to organisations.
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What % of threats do you think your email security
provision is catching?

0%

20%

40%

60%

80%

100%

This score is the average rating across all
respondents.
While an average of 80% catch rate may seem
high, given the material focus on email security
solutions and given also that email is still the
most used attack vector, it could be argued that
80% is too low a threshold to accept.
That said, a reasonable explanation for the 20%
shortfall is due to the spout of email-based
attacks that take advantage of using whitelisted
cloud services to launch attacks. Several attacks
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will use services like Office 365 and G-suite to
craft and deliver attacks, whether this be using
a forms-based system or using the storage as
malware delivery. It is hard for email providers
to detect and block these kinds of attacks that
originate from a known good source, which is
why a layered approach to security is always the
best strategy.
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0-20%

20-40%

40-60%

60-80%

80-100%

How much of the following can your business recover in
the event of a serious security incident?

Customer Data

0.00%

3.45%

5.17%

18.10%

73.28%

Business Information

0.00%

2.59%

2.59%

23.28%

71.55%

System setup/configuration

2.59%

1.72%

4.31%

36.21%

55.17%

There are no surprises at the responses to this
question as almost every organisation we speak
with has some form of backup and disaster
recovery solution & strategy in place. Given that
cloud services also need to be considered in a
backup strategy, this could account for some of
the responders that answered below the 80%
mark. Cloud services need to be treated like
any other part of your environment and have
the same protection and backup principles
considered.
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This explains why there has been a marked
increase in the number of organisations opting
for a Managed SIEM/SOC service that is able to
provide the detection and response capabilities
and provide SOC level capability to those
organisations that do not have the resource. The
result provides the desired response capability,
without having to invest upfront in a SOC team.
SIEM tools and Managed Services should
be considered as a method of detecting and
responding to security incidents.
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What do you have in place to support you during a
security incident?
80%

60%

40%

It is encouraging to see a high number of
responders have an incident response process
in place. A formalised and well documented
incident response process is key in the event of
a security incident as it highlights the steps and
process that needs to be taken, as well as clearly
outlining the roles and responsibilities of each
party/team.
Its alarming however to see that so few
responders have a retained Incident Response
(IR) service. Whilst several responders do have
a SOC Team and an Emergency Escalation
point, we would have expected this number to be
higher as in the event of a security incident, it is
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Retained IR
Service

Cyber
Insurance

Emergency Escalation
Contact

3rd Party Forensic
Support

SOC Team

SIEM Solution

Endpoint Detection
& Response

Playbooks

0%

Incident Response
process

20%

common to need additional expertise to perform
digital forensics and incident management to
ensure that the incident is correctly identified,
contained, eradicated and the systems
recovered. Having an IR retainer in place ensures
there is an escalation contact in place that can be
contacted and consulted as necessary.
Bytes has a comprehensive inhouse Cyber
Consulting capability and offer IR Retainer
Services to our customers. If you would like
to learn more about Bytes’ Cyber Consulting
Services, please reach out to your Bytes Account
Manager today.
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NOT
USED

VERY
LOW
USAGE 0-20%

SPORADIC
USAGE 20-40%

FAIRLY
REGULAR
USE - 4060%

REGULAR
USE - 6080%

CONSTANT
USE - 8010%

What is the uptake of methods to raise security
awareness in your organisation?

Newsletters

16.67%

16.67%

23.15%

15.74%

18.52%

9.26%

Induction training

6.14%

5.26%

8.77%

15.79%

23.68%

40.35%

Regular ongoing
training Preventative

6.09%

6.96%

17.39%

14.78%

34.78%

20.00%

Situational Training

26.13%

14.41%

16.22%

20.72%

16.22%

6.31%

Reactive Controls e.g. ‘do you mean to
send this email’

17.70%

10.62%

21.24%

16.81%

23.89%

9.73%

Attack Simulations

24.78%

20.35%

18.58%

10.62%

21.24%

4.42%

Overall, security awareness is low. The
respondents seem to include it as an induction
topic, which by its very nature is a one off, but
are then falling short of ensuring continual
reinforcement takes place.
It goes without saying that continual user
awareness training is critically important in the
any security defence strategy as employees are
the last line of defence.

weakness, and providing tailored training to them
to ensure they are skilled up to detect similar
threats in the future.
Bytes are often called upon to deliver
Email Security Workshop, designed to help
organisations pinpoint blind spots and identify
remedies that can be easily deployed to improve
their security posture.

User Awareness Training however is not just
about delivering training to a user, it’s about
detecting the risky users, understanding the
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How confident are you that the above is effective at
preventing a phishing attack/security incident?

0%

10%

20%

30%

40%

50%

60%

70%

80%

This score is the average rating across all
respondents.
The findings from this question underscores
the findings from the previous question, as on
average, organisations are just 66% confident
that their user awareness strategy is effective. An
urgent review of the status quo is recommended
to ensure effective measures are put in place that
will minimise avoidable risks.
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Which software tools does your business use to review
application processes?
Web Applications &
API Protection (WAAP)
Static Application
Security Testing (SAST)
Dynamic Application
Security Testing (DAST)
Interactice Application
Security Testing (IAST)

0%

10%
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NEVER
TEST

EVERY
2 YEARS

ANNUALLY

EVERY 6
MONTHS

UPON MAJOR
CHANGE/UPGRADE

AFTER ANY
CRITICAL
FINDING

What do you penetration test & how often?

Externally facing network

8.62%

9.48%

50.86%

19.83%

6.03%

5.17%

Internally facing network

14.91%

8.77%

46.49%

14.04%

8.77%

7.02%

On premises Applications

24.56%

10.53%

34.21%

9.65%

14.91%

6.14%

SaaS Applications

35.09%

7.89%

32.46%

9.65%

10.53%

4.39%

Social Engineering

40.35%

7.02%

28.95%

13.16%

6.14%

4.39%

It is no surprise that most responders undertake
a variety of penetration tests (“pentest”) annually.
However, it is surprising and worrying that such
a low number of responders do not pentest
after major changes to their system. Any major
changes to an environment need to be checked
and tested to ensure they are secured and
protected.

Several people think that Social Engineering
is only about “breaking” into a building and
connecting to the closest network port, but this
is not the only thing to it. Social Engineering tests
can employ tactics like phishing & vishing to test
employee vulnerability, which can also speak
to the effectiveness of an organisation’s User
Awareness Training.

We would urge everyone to consider testing after
major changes for assurance that the changes
were implemented effectively and securely.

Bytes offers advanced penetration testing. If
your organisation would like an independent view
of the robustness of your environment, please
contact your Bytes Account Manager to arrange
an initial consultation.

It is also surprising to see that Social Engineering
tests are not undertaken much, the most likely
reason being that they haven’t been considered.
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Thought Leadership Provided by our CISO
By Steve Marshall,
Group Chief Information Security Officer, Bytes
If all cybercrimes were measured as a country’s
GDP, then cybercrime, which is predicted to
total $6 trillion USD globally in 2021, would be
the world’s third-largest economy after the U.S.
and China. It is expected that global cybercrime
will grow by 15 percent every year over the
next five years, reaching $10.5 trillion USD
annually by 2025. To set this is context this will
be exponentially larger than the total damage
inflicted from natural disasters in a year and by
2025 will be more profitable than the global trade
of all major illegal drugs combined.
First let me ask a slightly different question - how
much is your company worth? This depends on
who you ask, but to an Initial Access Broker this
could be between £1k and £100k depending on
who you are. This means that you are always a
target as the cost of entry is low.

What this all means is that we must look at the
way that we protect ourselves as organisations.
This report shows varying levels of control and
security around basic entry and control points
that a cybercriminal will misuse, and the visibility
that organisations will have if this happens. It is
critical that you get the basics right, and this is
usually the main finding from digital forensics
investigations and would have saved customers
from compromise. I cannot reiterate enough
the importance of basic controls that span,
Proactive, Monitoring / Intelligence and Reactive
controls layered to protect, slow down and allow
discovery of attacker activities, that can be
responded to quickly. Use this report to see how
your cyber fitness shapes up and make changes
today.

It is estimated by some observers that
Ransomware crews now have the same or in
some cases greater capability than nation states,
and the Director of the NCSC has stated that
this is the biggest threat that businesses face
in the UK. This is on the backdrop of the World
Economic Forum’s 2020 Global risk report
showing that the likelihood for being prosecuted
is estimated to be as low as 0.05% in the US, and
similar in most global regions.
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Closing Remarks
By Gennaro Migliacci
Head of Technology Solutions Development, Bytes
Given the results we have seen, this confirms
and validates several conversations that we are
actively having with our customers. It’s great to
see a high number of proactive controls being
implemented, and solutions like MFA in place
to further protect businesses. It’s also great to
see that confidence in Email and Web security
solutions are high as it speaks to the growing
maturity of proactive security solutions.
As a word of advice, we would actively encourage
all businesses to take a further focus on
data security and investigate DLP and Data
Classification solutions to ensure that data is
controlled and protected.
Additionally, the need for greater security
visibility and being able to promptly detect and
respond to incidents is only going to rise. The
consideration of SIEM tools as well as Managed
Services to provide 24x7 detection and response
capability is crucial to achieving the desired
response capability.
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Next Steps
The findings from this Report have shown that many organisations have materially bolstered their
security posture over the past two years, however, by the same token many could still benefit from
further discussions with a third party, like Bytes.
Bytes have a comprehensive Security capability and our expert team are able to provide an array of
workshops, solutions and Managed Services to help organisations of all degrees of security maturity.
Some of our security-related workshops, assessments, services and solutions include:

• Bytes CIS Gap Analysis Session
• Bytes Cyber Consulting Services
• Managed Security Services
• Bytes Application & Risk Security Workshop
• Bytes Network Security Workshop
• Bytes Email Resilience Market Review
• Bytes Endpoint Market Review
• Bytes Identity Workshop
• Bytes Azure Sentinel Activation Workshop
• Cloud Security Snapshot
If the findings of this Report or any of the above services are of interest, or if you would simply like to
have an exploratory discussion about security, please contact Bytes today.
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About Bytes
Bytes provides leading insights, expertise
and practical help to over 3,600 organisations
nationwide. We enable effective and costefficient technology sourcing, adoption, security
and management of software, hardware and
cloud services.

As well as being a Gold certified Partner with a
deep understanding of all the latest Microsoft
technology, we’re also a Microsoft certified
FastTrack deployment partner, therefore we’re
in the best position to help you plan and deliver
your next modernisation project.

Our UK business began in 1982 and has grown
profitably each year to reach a turnover in excess
of £1bn, making us one of the largest software
services and solutions businesses in the country.
The most important aspect of our business is
our people. We value initiative, teamwork and
achievement. Together, we focus on providing
the highest levels of service so we can deliver
our ultimate goal – customer satisfaction and
success.
Our customers include leading brands, such as
Marks & Spencer, BBC, NHS, Clifford Chance,
BUPA, Thames Water, Hiscox, Allen & Overy
LLP and thousands more across retail, media,
finance, manufacturing, legal, healthcare and the
public sector.
We work closely with the majority of IT vendors
and are delighted to regularly receive honours
from them in addition to being named a Sunday
Times Best Company to Work For 2020.
Within our business we have over 150 members
of staff qualified as Microsoft Certified
Professionals (MCP) and Microsoft Certified
Technology Specialists, who are experts in
licensing, software asset management and
technology, so you can get the best advice at
every moment.
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To understand how Bytes can help you develop and enhance your Security Strategy, get in
touch and start a conversation today.
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UK Head Office
Bytes House
Randalls Way
Leatherhead
Surrey
KT22 7TW

t
e
w

01372 418 500

tellmemore@bytes.co.uk
www.bytes.co.uk

